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TECHNICAL FIELD OF THE INVENTION 

The invention relates to a data traffic separation method 
for use in a packet-oriented mobile radio network. 

BACKGROUND OF THE INVENTION 

For network operators it is important to be able to 
distinguish between the traffic flows of subscribers, 
particularly in IP-based networks. Such a separation 
makes it possible for example for a network operator to 
approve for subscribers different authorizations for the 
quality and service quality of a data transmission which 
is referred to as "quality of service" - abbreviated to 
QoS - or to bill subscribers in accordance with different 
methods . 

In the case of the GPRS mobile radio network it has been 
possible thus far for a subscriber to select an access 
point name (APN) which leads to different networks or to 
different handling of the traffic in the network of the 
corresponding operator. In such cases the access point 
name is connected to a so-called PDP (packet data 
protocol) context, which represents a layer 2 connection. 



However, the method described is only used under some 
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conditions by the network operators because it requires 
relatively high administration outlay. 

Because of this methods are currently being introduced 
which, when a layer 2 connection (PDP context) and only 
one access point name is used, on the basis of the IP 
packets, which means on a layer 3 basis, allow the data 
traffic, meaning the data flows, to be distinguished. In 
order to identify data flows and their handling, a so- 
called "traffic plane handling function" is for example 
defined in this case. In the wider sense this thus 
involves a processing unit which can implement data flow- 
specific handling or functions. This handling can for 
example relate to the billing or to the QoS. 

If only one access point name is used, this means that 
the entire traffic of a subscriber has to be routed via 
this processing unit in order to identify the individual 
data flows and for further handling of these flows such 
as, for example, billing, even if a part of the data 
traffic does not have to be handled in the processing 
unit. This would demand a high computing power for the 
processing unit, which would be very costly. 

In addition, it is also very often the case that an 
overall layer 2 connection or a PDP context of a 
subscriber is to be subject to specific handling such as, 
for example, specific billing. In this case it is not 
necessary at the data flow level to identify each 
individual data flow of the relevant layer 2 connection 
because all the data flows of this layer 2 connection can 
be treated the same across the board. 



SUMMARY OF THE INVENTION 
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The present invention provides a method by means of which 
it is possible to separate the data traffic as 
efficiently as possible and in such a way that one part 
of the data traffic that is to receive specific handling 
is routed to a processing unit provided for this purpose. 

In accordance with one embodiment, a data traffic 
separation method for use in a packet-oriented mobile 
radio network is provided. In accordance with the method, 
data traffic arising in an access node of the mobile 
radio network and including a plurality of layer 
connections comprising a plurality of data flows in each 
case, is separated with respect to connection-specific 
and/or data flow-specific handling and is optionally 
routed proportionately via a processing unit performing 
such handling. 

A GPRS network is preferably used as the mobile radio 
network. In this case, the access node then corresponds 
to that of a GGSN. 

In general, layer 2 connections are terminated in the 
access node. If the access node decides to forward a 
layer 2 connection to the processing unit, this can be 
done in the form of the complete layer 2 connection, 
which then has to be terminated in the processing unit or 
the layer 2 connection is terminated in the access node 
and only that data contained in the layer 2 connection is 
forwarded to the processing unit. Within the framework of 
this invention, the connections involved are referred to 
as layer 2 connections in both cases. 

In a particularly preferred embodiment of the method in 
accordance with the invention, a control function within 



the access node decides, based on the application- 
specific information and/or the local information of an 
information unit integrated in an access node, whether or 
not a layer 2 connection should be routed via a 
processing unit where then, based on the application- 
specific information and/or the local information, 
connection-specific and/or data flow-specific handling is 
performed in each case. 

Preferably, when a communication to an application is set 
up by the subscriber, the application of a policy 
decision function transmits the application-specific 
information, namely, a so-called policy. The information 
and rules by means of which a network operator in his 
network can influence handling of services are called 
policies. As a result, the policy decision function, via 
an interface authorizes the access node of the mobile 
radio network in order to set up one or more layer 2 
connections comprising a plurality of data flows in each 
case for the requested application and transmits the 
application-specific information, which means the policy. 
A control function within the access node decides based 
on the application-specific information and/or the local 
information or policies of an information unit integrated 
in the access node whether or not the layer 2 connection 
or connections should be routed via the processing unit 
where connection-specific and/or data flow-specific 
handling is then performed based on the application- 
specific information and/or the local information. 

In a particularly preferred embodiment of the method in 
accordance with the invention, the policy decision 
function routes the application-specific information with 
respect to connection-specific handling of one layer 2 
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connection or a plurality of layer 2 connections to the 
access nodes and the application-specific information 
with respect to a data flow-specific handling of data 
flows within the one layer 2 connection or a plurality of 
layer 2 connections directly to the processing unit. This 
means that the control function within the access node on 
the basis of the application-specific information and/or 
the local information or policies with respect to the 
connection-specific handling of one layer 2 connection or 
a plurality of layer 2 connections first of all decides 
whether or not the layer 2 connection or the layer 2 
connections are to be sent to the processing unit. If the 
one layer 2 connection or a plurality of layer 2 
connections is routed to the processing unit, then it is 
possible that, based on the application-specific 
information with respect to a data flow-specific 
handling, which was directly routed to the processing 
unit, an additional separation with respect to the 
individual data flows of the layer 2 connection or the 
layer 2 connections now takes place there and the 
individual data flows are handled differently in 
accordance with the application-specific information. 
Therefore, in accordance with the invention, a 
hierarchical separation of the data traffic consisting of 
a plurality of layer 2 connections comprising a plurality 
of data flows is implemented in each case. First of- all, 
a separation on the basis of the application-specific 
information and/or the local information or policies with 
respect to a connection-specific handling takes place in 
the access node; should in accordance with the 
information, one layer 2 connection or a plurality of 
layer 2 connections of the data traffic be subject to 
specific handling, it must be possible to route these 



layer 2 connections of the data traffic via the 
processing unit* so that they can be subject to this 
handling there. These layer 2 connections of the data 
traffic are then routed completely, this means with all 
their data flows in each case, via the processing unit. 
Based on the additional application-specific information, 
however which now does not relate to connection-specific 
handling but data flow-specific handling, an additional 
separation is optionally carried out in the processing 
unit, but this time based on the data flows. In this 
case, those data flows, which are subject to special 
handling in accordance with the application-specific 
information with respect to the data flow-specific 
handling, are filtered out. 

In another preferred embodiment of the method in 
accordance with the invention, the policy decision 
function routes the application-specific information with 
respect to data flow-specific handling of data flows 
within a layer 2 connection indirectly via the access 
node to the processing unit. The access node then 
identifies from the availability of the data flow- 
specific information that the data of one layer 2 
connection or a plurality of specific layer 2 connections 
in which the corresponding data flows are located has to 
be routed via the processing unit. 

In an especially preferred way, the application of the 
policy decision function transmits the billing 
information as the application-specific information. On 
the one hand, this application-specific information can 
refer to connection-specific handling but, on the other 
hand, also to data flow-specific handling. This means for 
example that an overall layer 2 connection is not billed 



or billed at special tariffs or that specific data flows 
of a layer 2 connection are not billed or billed at 
special tariffs. For example, if an overall layer 2 
connection is for example not billed, this layer 2 
connection will not be routed via the processing unit 
because additional handling is not needed. Because of 
this pre-separation of the layer 2 connections by the 
control unit in the access node, the processing unit is 
more balanced. In addition to the application-specific 
information, which is transmitted from an application to 
the policy decision function, it is possible, as has 
already been mentioned, that the local information or 
policies are also logged in the access node according to 
which the control function in the access node has to 
comply. In general, such local information is configured 
by an operator. For this purpose, so-called network 
management methods (operation administration management 
methods) are used. This local information is static, 
which means that it applies to all the layer 2 
connections in the same way. Dynamic information only 
applies to a special layer 2 connection or to data flows 
especially contained in a layer 2 connection and 
preferably arrives at the access node via the policy 
decision function while the layer 2 connection is being 
signaled and authorized. This dynamic information is 
transmitted from an application to the policy decision 
function. 

Preferably the information on the basis of which the 
control function for a layer 2 connection has to decide 
whether or not to route the layer 2 connection via the 
processing unit is the billing information and/or the QoS 
information . 
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In another particularly preferred embodiment of the 
method in accordance with the invention, the policy 
decision function sends as the application-specific 
information an explicit indicator to the access node, 
which gives the instruction to the control function to 
route the specific layer 2 connection or the PDP context 
via the processing unit. 

The control function now decides, in accordance with the 
application-specific information which has reached it via 
the policy decision function, about the route for the 
corresponding layer 2 connection. However, the control 
function can also decide about the route of a layer 2 
connection without having received the application- 
specific information from the policy decision function, 
based only on the local information. In the case of a 
simultaneous availability of the local information and 
the application-specific information from the policy 
decision function, a priority can be set, for example, 
the application-specific information has a higher 
priority than the said local information. The local 
information, which is logged statically in the access 
node could, for example, include that specific 
destination IP addresses are not billed or that specific 
QoS classes have been subject to specific billing, which 
either makes unnecessary or enforces a forwarding of the 
corresponding layer 2 connection via the processing unit. 

In addition, the application-specific information can 
include the billing information on the basis of which the 
control function in the access node can decide whether or 
not it can carry out the billing itself or to route the 
corresponding layer 2 connection via the processing unit. 

The billing information or a billing policy can, for 
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example, determine that no billing, a billing in time, an 
IP volume billing, an offline billing or an online 
billing has to be carried out in each case. Depending on 
the type of billing, the corresponding data traffic has 
to be either routed via or not routed via the processing 
unit . 

In another preferred embodiment of the method in 
accordance with the invention, the application-specific 
information is routed via an authentication, 
authorization and accounting server (AAA server) , in 
particular via a remote access dial-in user-server 
(RADIUS) to the access node. 

In addition, the present invention includes a mobile 
radio network which has at least one access node with a 
control function for separating data traffic arising in 
an access node consisting of a plurality of layer 2 
connections comprising a plurality of data flows in each 
case in accordance with predetermined information and a 
processing unit for the handling of layer 2 connections 
separated by the control unit and routed to the 
processing unit. 

Preferably the mobile radio network in accordance with 
the invention additionally includes a policy decision 
function for receiving, evaluating and the immediate 
forwarding of the application-specific information to the 
control function of the access node. 

In a particularly preferred embodiment of the mobile 
radio network in accordance with the invention, the 
processing unit includes a filter function, which in 
incoming layer 2 connections can separate data flows in 
accordance with the data flow-specific information in 
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such a way that these data flows can be subject to a data 
flow-specific handling in the processing unit. 

In an additional preferred embodiment of the mobile radio 
network in accordance with the invention, the processing 
unit is integrated into the access node. The mobile radio 
network preferably concerns a GPRS network, which 
corresponds to access nodes, in this case a GGSN . 

BRIEF DESCRIPTION OF THE DRAWINGS 

Further advantages of the . invention are explained in 
greater detail below with reference to the exemplary 
embodiments and figures. They are as follows: 

Fig. 1 shows an execution sequence of an embodiment of 
the method in accordance with the invention. 

Fig. 2 shows the sequence of a partial step of another 
embodiment of the method in accordance with the 
invention . 

Fig. 3 shows the sequence of a partial step of another 
embodiment of the method in accordance with the 
invention . 

♦ 

DETAILED DESCRIPTION OF THE INVENTION 

Figure 1 shows schematically a section of a mobile radio 
network GPRS. An access node (access gateway) is shown 
which in the mobile radio network GPRS corresponds to a 
GGSN. The GGSN terminates layer 2 connections or PDP 
contexts via an access network, for example via a radio 
network. In addition, a processing unit is shown, which 
is also called the traffic plane handling function or in 
short the IP flow handler. This processing unit can carry 



out data flow-specific functions, this means IP flow- 
specific functions such as, for example, with respect to 
a specific billing or a specific transmission quality 
(QoS) . In this case, the processing unit or the IP flow 
handler is separate from the access node or the GGSN . 
However, it can also be integrated in the access node. 
Over and above that, a policy decision function also 
called a policy decision function PDF is shown. In 
addition, an IP multimedia subsystem, in short called 
IMS, is shown. It is now possible for an operator to 
authorize a quality of service for a service requested by 
a subscriber, this means an application A, for example, 
an application of his IP multimedia subsystem IMS and to 
specify a specific billing method. For that, the 
application A must announce application-specific 
information or application-specific policies of the 
policy decision function PDF via an interface 1) . To do 
this, the policy decision function PDF controls or 
authorizes the GGSN via an interface 2) on setting up, 
for example, a layer 2 connection, this means a PDP 
context. In the GGSN, a control function S is 
implemented, which can decide on the basis of different 
information whether or not a layer 2 connection or a PDP 
context has to be routed via the IP flow handler. For 
this decision, both application-specific policies, which 
arrive at the interface 2) from the policy decision 
function PDF in the GGSN and the local policies of an 
internal policy function can be used. Local policies, 
which are logged in an internal policy function in the 
GGSN, are configured by the operator and are static. This 
means that these types of policies apply in the same way 
for all the PDP contexts. Dynamic policies, which are 
routed from a specific application via an interface 1) to 
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the policy decision function PDF and are then routed from 
there via an interface 2) to the GGSN only apply to a 
specific PDP context. Such policies preferably arrive 
during the signaling and authorizing of the corresponding 
PDP context via the interface 2) at the GGSN, for 
example, as a QoS or a billing (charging) policy. Via the 
interface 2), it is for example possible, for a specific 
application, to transmit a billing policy, which implies 
that for the layer 2 connection authorized for the 
application that no billing, time-based billing, IP 
volume billing, offline billing or online billing has to 
be carried out in each case. Based on this policy, the 
control function S decides whether or not it can perform 
the billing itself or whether or not the layer 2 
connection has to be routed via the IP flow handler. In 
addition, the IP flow handler includes a filter function, 
which in incoming layer 2 connections can separate data 
flows in accordance with the data flow-specific 
information so that these data flows can be subject to 
data flow-specific handling in the processing unit. 

Figure 2 shows a section of a mobile radio network. The 
mobile radio network in this figure is again the GPRS 
mobile radio network. The diagram shows an access node 
GGSN, a processing function IP flow handler and a policy 
decision function PDF. While the connection-specific 
information, meaning information relating to a complete 
layer 2 connection or a PDP context, arrives from the 
policy decision function via an interface 2) at the GGSN, 
the data flow-specific information (layer 3 information) 
is now routed from the policy decision function PDF 
directly to the processing unit, meaning that it is 
routed to the IP flow handler. Data flow-specific 
handling based on the corresponding data flow-specific 



information is firstly carried out in the processing 
unit, meaning in the IP flow handler rather than in the 
GGSN. The incoming connection-specific information is 
evaluated in the GGSN in order to determine whether or 
not, in the GGSN, incoming data traffic consisting of a 
plurality of layer 2 connections comprising a plurality 
of data flows in each case has to be subject to uniform 
handling, which is optionally also carried out by the 
GGSN and does not have to be routed further from there to 
the IP flow handler or whether or not handling, be it 
connection-specific or a data flow-specific handling, has 
to be carried out by the IP flow handler and, therefore, 
the corresponding layer 2 connections of the data traffic 
have to be routed to the IP flow handler. This decision 
is based on the application-specific information, which 
was received from the policy decision function PDF, 
and/or the local information or the policies. In the IP 
flow handler, data flows are then optionally again 
separated if data flow-specific handling in accordance 
with the corresponding data flow-specific information is 
to be carried out for these. 

Figure 3 shows the same section of a mobile radio network 
GPRS as in Figure 2. However, in this case data flow- 
specific information from the policy decision function 
PDF is not routed directly but indirectly together with 
the connection-specific information, as shown by the 
broken line, via the access node, the GGSN and from there 
to the IP flow handler. The GGSN identifies on the basis 
of data flow-specific information that the corresponding 
layer 2 connection or the corresponding PDP context in 
which the relevant data flows are located has to be 
routed via the IP flow handler. In the IP flow handler, 
the relevant data flows are then separated from the other 
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data flows made available in the layer 2 connection and 
subject to specific handling in accordance with the data 
f low- specif ic information . 



What is claimed 



